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Keep Your Identity to Yourself
If someone steals your identity, you can be denied loans, jobs, financial aid and even admission to college and if you’re between the ages of 18 and 29, you’re particularly susceptible.  According to the Federal Trade Commission, that age group currently accounts for nearly one-third of the 8 million to 10 million identity thefts reported annually.

Why? Typically, young people have no credit record or history, and many times they do not check their credit card or bank statements to catch fraudulent charges. In addition, they often are very comfortable purchasing merchandise online, where several types of identity theft can occur.

When identity thieves obtain information, such as account numbers for bank accounts or credit cards, Social Security numbers, driver license numbers or simply a name and birth date, they can do a lot of damage. Businesses and financial institutions lose about $48 billion each year to identity theft, according to FTC estimates, and consumers lose about $5 billion. 

Typically, thieves use the information they obtain to open new accounts or access existing accounts. Many times they make about $10,000 in fraudulent charges before the theft is discovered, which can take up to a year in some cases. Victims can spend up to $2,000 (not including legal fees) and 175 hours trying to resolve the problems caused by identity theft.

The Arizona attorney general’s office has put together an Identity Theft Repair Kit that includes a wealth of information about how identity theft happens and what to do if you think you’re a victim. You can download a copy of the brochure www.azag.gov/cybercrime/IDTheftBrochure.pdf.  
How thieves work

Identity theft can occur in many ways. Thieves can get your personal information illegally by going through your trash, peeking over your shoulder, or getting business records fraudulently. They also can use the Internet to obtain private information without your knowledge. Two common methods are phishing and Trojan horses.

Phishing occurs when thieves send e-mails to victims pretending to be legitimate businesses. The e-mails generally direct users to visit specific Web sites and update personal information. The Web sites may look official, but they are not — and thieves use them to steal people’s private information. A recent study indicated that about 57 million Americans have received a phishing e-mail, and nearly 2 million have responded. 

Trojan horses are hidden in files attached to e-mails or in files that people download from the Internet. Typically, these programs can track computer keystrokes, allowing thieves to obtain usernames and passwords to online accounts.

Take caution

Protect yourself while you are on the Internet, and follow these precautions:

· Leave suspicious Web sites. Most Web sites include multiple ways for you to contact a company. If you can’t find a “contact us” link or telephone number, you might be on a site that’s not legitimate.

· Use the latest anti-virus and spyware detection software. 

· Never download files or software from an unknown source.

· Change your password often.

· Avoid sending e-mail messages that contain personal or financial information.

· Look for a padlock symbol on the browser status bar and “https://” at the beginning of the Internet address. Although these two items do not necessarily mean the site is secure, the absence of either item indicates the site is not secure. 

If you think you’ve been a victim of identity theft, it’s important to review your bank, credit card and other financial statements and report any suspicious activity to the institution. File a police report, contact one of the three major credit bureaus — Experian, Transunion and Equifax — to place a “fraud alert” on your credit record, and call the FTC Identity Theft hotline at (877) ID THEFT. 

Locally, you can send e-mail to identitytheft@azag.gov or call the following Identity Theft Helplines:  

· (602) 542-2145
Phoenix.

· (520) 628-6504 
Tucson. 

· (800) 352-8431
Outside Maricopa and Pima counties.
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